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State & Local Gov’t Reduce Costs & 
Improve Resilience with Infoblox

“If there is a change in BIND upgrades or a security patch, we just get the download from Infoblox and instead of having to apply it to 

all our servers, it’s a single-click operation with your hardened appliances.”

Jeff Hara, Hawaii Department of Education

“When public safety is an issue, we have to be redundant; Infoblox has been very reliable, easy to get up and running, and the 

upgrades are very smooth using the grid technology.”
Mike Hayes, Harris County, 911

“Infoblox’s reliability is great and the graphical user interface is quick, easy and reduces human errors.”
Larry Click, Riverside County

State and local government IT departments face a daunting challenge balancing budget constraints and keeping the network 
and applications highly available for various legislative, judicial and executive branches, municipal agencies (i.e. public 
safety, libraries, 911 hotlines, etc.) and ultimately their respective public constituents. 

These challenges are further complicated by security and compliance requirements as well as demand for new applications, 
like VoIP, Unified Communications and wireless. To address these challenges, robust core network services—IP address 
assignment and management (DHCP and IPAM), and domain name resolution (DNS), among others—are required. If core 
network services don’t work, the network and applications that the state departments, municipal agencies and the public rely 
on don’t work.

Technical Issues of Conventional Core Network Services (CNS)

Shortcomings in conventional CNS solutions (i.e., general-purpose servers, operating systems, and freeware) can 
unexpectedly disrupt the critical applications that depend on them. Specific concerns with conventional solutions in a state 
and local government environment include: 

•	 Requires many cycles & experts to perform daily tasks, maintain, upgrade & patch

•	 Unreliable with limited DR required for emergency preparedness

•	 Limited reporting and delegation capabilities

•	 HIPAA and DNSSEC compliance challenges 

•	 Vulnerable to attacks

•	 No option for real-time, centralized management

With conventional solutions, servers have to be managed independently and frequent updates/patching can consume IT cycles 
and require experts. On the security front, general-purpose operating systems and older BIND versions are open to attack, which 
can compromise system integrity and the ability to meet regulatory compliance requirements (i.e., HIPAA). 

It also is difficult to implement high-availability solutions and achieve failover. In a disaster scenario, there is little to no 
ability to easily recover because there is no central point of management for administrators to map around failed servers and 
re-partition the network.
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Similarly, with “siloed” systems, reporting and clear delegation of specific responsibilities are nearly impossible. Further, limited 
scalability and capacity can jeopardize performance of new applications like VoIP, wireless and unified communications.

These inadequacies are not easily overcome using band-aids applied to existing systems, such as overlay management and data 
back-up systems.

Business Impacts

State and local government organizations that use conventional approaches to deliver CNS are subject to:

•	 Cumbersome administrative cycles and high operating costs

•	 Downtime of network and key applications 

•	 Business continuity/DR risks

•	 Failure to meet compliance requirements for student records, inmate privacy, etc.

•	 New application (VoIP/wireless, etc.) performance compromises

•	 Attacks and breeches

Ramifications like these merit deployment of a CNS infrastructure that is reliable, manageable and offers unique advantages 
for state and local government environments.

Infoblox Solutions Offer Unparalleled Advantages for State & Local Government

To provide nonstop services, free experts to focus on other critical projects and reduce operating costs, state and local 
government organizations need to consider Infoblox’s next-generation approach to delivering and managing  
CNS infrastructure. 

•	 Appliances deliver high availability services and secure infrastructure

•	 Built-in, easy management reduces manual tasks & increases visibility

•	 Grid technology ensures continuous uptime, centralized management and DR

•	 Performance & capacity accommodate new applications like VoIP, wireless and UC

•	 Secure systems and technology ensure HIPAA and DNSSEC compliance

•	 Delegated administration provides granular access control to specific zones, records, networks, scopes and appliances

•	 Reporting capabilities allow network usage monitoring and demonstrate network availability

Infoblox appliances enable “one-button” upgrades to accommodate new features and easy installation of the latest BIND 
releases. Additionally, the custom Infoblox operating software is hardened and, therefore, secure from vulnerabilities, 
meeting security and compliance requirements.

In addition to high availability (HA) between appliances, Infoblox’s Grid technology, which links appliances into a unified, 
distributed system that is resilient to network and equipment failures and provides central management, enables “one-click” 
recovery from catastrophic failures of major data centers or WAN links. 

Further, with built-in IP address management (IPAM) for simplifying, automating and delegating repetitive daily tasks that can 
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add costs and configuration error risks to your network, Infoblox delivers the real-time visibility and control you need for your 
network while reducing expenses and increasing availability. 

Finally, with the growing number of IP-enabled devices continuously added to the network, Infoblox provides many tools for 
quickly and easily performing and tracking IP allocation and usage.

Key Benefits

•	 Continuous uptime and “touch of a button” DR for emergency preparedness

•	 Allow experts to delegate and focus on other critical projects

•	 Reduce administrative overhead and costs

•	 Scalable for future growth, consolidation and new application support

•	 Increase security and accommodate compliance regulations

•	 Increase visibility into and control of who is on the network, when and where

Infoblox Product Warranty and Services

The standard hardware warranty is for a period of one year. The system software has a 90-day warranty that will meet published specifications. 
Optional service products are also available that extend the hardware and software warranty. These products are recommended to ensure 
the appliance is kept updated with the latest software enhancements and to ensure the security and availability of the system. Professional 
services and training courses are also available from Infoblox. Information in this document is subject to change without notice. Infoblox Inc. 
assumes no responsibility for errors that appear in this document.

Corporate Headquarters:           +1.408.625.4200           1.866.463.6256 (toll-free, U.S. and Canada)           info@infoblox.com            www.infoblox.com


